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REGISTRATION REQUEST 
(new user) 



User submits personal data. 
Verify user's identity on-site. 
User signs name with stylus. 
Capture user's fingerprint data, signature data and metric data 




Advise user 
"TRY AGAIN" 



— »^Exit^ 



Advise user 
"TRY AGAIN" 





Advise user 




N 




"TRY AGAIN" 


— < 




Create user file. 
Save in user file 

- personal data 

- fingerprint data 
■ metric data 

• signature data 
Generate and issue wireless device to user. 
Advise user "REGISTRATION IS COMPLETE" 




FIGURE 5A 

NEW USER 



(DYNAMIC REGISTRATION REQUEST 
(existing user) 



User identity is verified on-site. 
User uses fingerprint pen. 




Add user reference fingerprint to user record. 



Advise user "REGISTRATION IS COMPLETE" 



FIGURE 5B 

DYNAMIC REGISTRATION REQUEST 

(existing user) 



r — \ 



a 
u 
< 



3 

U 
0) 



0) 




00 

CD 

LJ 

O 













> 




o 








CL 




Q_ 




(0 


</) 


<D 


.if? 






O" 


» 


<U 


<D 






o 


eq 


"D 




l_ 


</> 


O 


</> 


o 


(D 




O 




O 




TO 


> 


i_ 




a> 


CO 










<D 




(/> 




*> 








< 



o 
a 
< 



u 



0) 















Q 
















3 




U 




0) 




</> 








M 










— > 


O 








+■* 




in 




0) 




3 




O" 




a> 




a: 




</> 




(/> 








u 




u 




< 








< 

IV 

LJ 
DC 




a> 

3 

a - 



o 

0) 
60 



o 

0) 



3 

O 

CO 

&0 



O 
to 



CO 
< 





CD -ZL 
" UJ 
3 Q 

«) CO 
> 00 
-O LU 

< o 

o 
< 



T 




0 



CASHING A CHECK AT A POS TERMINAL 





f 


Customer indicates that 
POS processor accesses referen 
Customer uses fingerp 
Customer's check number is 


she has wireless device, 
ce print through wireless device 
rint pen to sign check, 
captured from signed check. 



Reference print is compared with sensed print. 



Does 
sensed fingerprint 
match reference 

print? ^ N 



POS terminal advised 
"TRANSACTION DENIED" 



-►^Exrt^ 



Are there 
sufficient funds 
in customer's 
account? 



POS terminal advised 
"INSUFFICIENT FUNDS" 




-M Exit 



Advise system drive 
Debit customer's account 
Credit merchant's account 




FIGURE 8 



FIGURE 9 

access request 
one reference print 



^ ACCESS REQUEST TO A SECURE AREA~") 




Security checkpoint advised 
"NO TRANSPONDER" 



Processor retrieves sensed print. 
Transponder sends interrogator user record number. 
Interrogator sends user print and user record number to processor. 
Processor accesses user security level and access point sensor system. 
Host computer selects reference print from user record. 




Enable entry to secure area. 



Q 

cr 
o 
o 

UJ 

cr 
cr 



to 

3 

O 



< 

CD 

CO 

cr 

UJ 



CO 
O 



00 

O 
rH 

UJ 

o 



cc 
o 
o 

LU 

CC 

CC 
LU 



°3 



fe2 



o 



or 



LU 

cr 



d 












z: 










UJ 

cr 


ORD 


BANK 




MCE 


NT 


ATUI 


EC 




< 
_j 


PRII 


GN 




CO 


b 


< 


CO 


cr 


cr 


z 


GO 


ERENCE 


UJ 


UJ 


UJ 


i— 


\— 


o 










z 


O 


O 


3 


3 


UJ 

cr 


I— 


l- 


o 


O 


CO 


co 


o 


o 


u_ 


UJ 

u_ 


3 




o 


o 


UJ 


UJ 


o 


O 


< 


< 


cr 


cr 



00 



§8 
tig 

LU £z 
CO ^ 

< ^ 

< UJ 

Q O 

cr z 

h- LU 

co cr 

Si 



d 












z 










UJ 

cr 


ECORD 


BANK 




LANCE 


PRINT 


GNATU 


cr 


CO 


d 


< 


ESI 


cr 


cr 


z 


GO 


UJ 


UJ 


UJ 


i— 


1- 


O 


o 






z: 






z 


o 


o 


3 


3 


FERE 


UJ 

cr 


1ST 


1ST 


o 


O 


o 


O 


UJ 

Lt_ 


3 


3 


o 


o 


UJ 


LU 


O 


O 


< 


< 


cr 


cr 



cc 

LU 
Q 

O 
CO 

o 5 

o ^ 



C5 



cr o 



or: 



LU 

cr 



d 










z 








UJ 

cr 


ECORD 


BANK 


MBER 


LANCE 


GNATU 


cr 


CO 


3 


< 


CO 
UJ 


cr 


cr 


Z 




UJ 


UJ 






O 






z 


z: 


z 


O 


O 


3 


3 


FERE 


h- 


I— 


O 


o 


CO 


CO 


o 


o 


3 


3 


o 


o 


UJ 


O 


O 


< 


< 


cr 



UJ 

cc 

C5 



cr 

LU 

Q 

q z: 
tr o 

O CL 
O CO 
LU Z 

cr < 

LU £ 

CO 

§2 

cr lu 

LU O 

2 z: 

O LU 

I— cr 

CO LU 
ZD iL - 

° cr 



FIGURE 13A 

fingerprint 
sensors 




FIGURE 13B 



USER RECORD NUMBER 
USER NAME 
USER ADDRESS 

USER SECURITY CLEARANCE LEVEL 

REFERENCE PRINT USER REFERENCE THUMB PRINTS • RIGHT 
REFERENCE PRINT USER INDEX FINGER • RIGHT 
REFERENCE PRINT PRINT OF USER HAND GEOMETRY • RIGHT 
REFERENCE PRINT OF USER FACIAL GEOMETRY 



FIGURE 14A 

USER RECORD 



SAFETY DEPOSIT BOXES 
TELLER WINDOW A 
TELLER WINDOW B 
TELLER WINDOW C 
PERSONNEL RECORDS 
EMPLOYEE EMAIL 

WORKING HOURS BUILDING ACCESS 
OFF-HOUR BUILDING ACCESS 
PARKING LOT ACCESS 
BANK SAFE 
CORPORATE PAPERS 
PENDING LITIGATION 



FIGURE 14B 

SECURITY ACCESS SITES 




FIGURE 15A 




FIGURE 15B 
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core 



FIGURE 16A 

ID CARD W/ TRANSPONDER 



power source 



silicon chip 



antenna coil 



magnetic stripe 




FIGURE 16B 

ID CARD w/ MAGNETIC STRIPE 




barcode 



FIGURE 16C 

ID CARD W/ BARCODE 



barcode 




core 



FIGURE 16D 

ID CARD W/ TRANSPONDER 
AND BARCODE 



antenna coil 



magnetic stripe 




FIGURE 16E 

ID CARD w/ MAGNETIC STRIPE 
TRANSPONDER AND BARCODE 



■■■■mi 



barcode 




antenna coil 



core 




magnetic stripe 



FIGURE 16F 



ID CARD W/ MAGNETIC STRIPE AND 
BARCODE 



positive conclusions 



authorized users 




false positives 



FIGURE 18A 

REGULAR SECURITY 



negative conclusions 



regular-security 
threshold 



S unauthorized users 



false negatives 



positive conclusions 
< 



FIGURE 18B 

HIGH SECURITY 



negative conclusions 
► 



high-security 
threshold 




unauthorized users 



false negatives 



